Abstract-This paper investigates an outage-constrained secrecy rate maximization (OC-SRM) problem based on the statistical channel uncertainty assumption in an underlay multiple-input multiple-output (MIMO) cognitive radio network, where the secondary transmitter provides simultaneous wireless information and power transfer to receivers. Our objective is to design the transmit covariance matrix and artificial noise aided covariance matrix through maximizing the secrecy rate of the secondary user while satisfying the given outage probability requirements. The designed problem is nonconvex and challenging. We employ the existing theory to reformulate the original problem into two equivalent subproblems by introducing auxiliary variables in order to overcome the difficulty arising from the Shannon capacity expression. The Bernstein-type inequality approach is resorted to conservatively approximate the probabilistic constraints. The merit of the transformation and conversion is that the tractable solutions of the original OC-SRM problem can be easily obtained through solving two convex conic subproblems alternately. Furthermore, we extend the proposed algorithm to solve full uncertainty model design. Numerical results demonstrate the efficacy of the proposed designs.
I. INTRODUCTION
Cognitive radio (CR) has been considered as a promising technique to enhance the usage of spectrum due to the openness spectrum and the limited interference of the primary system [1] . However, there exists a bottleneck for CR networks to provide a high date rate due to the energyconstrained devices. Based on the characteristics of radio frequency (RF) signal, simultaneous wireless information and power transfer (SWIPT) has been considered as a promising technique to extend lifetime of energy-constrained devices in CR networks [2] . However, there exists an unexpected security vulnerability of the desired information in CR networks since energy receivers (ERs) have high probability to successfully decode the desired information due to the better fading channels. In order to protect the successful delivery of the information, the security of CR with SWIPT should be carefully considered [3] , [4] . In [3] the artificial noise (AN)-aided precoding in a multiple-input multipleoutput (MIMO)-CR broadcast scenario based on the perfect channel state information (CSI) assumption. In [4] , the authors proposed a multiobjective optimization framework with SWIPT in order to design a resource allocation algorithm in the security multiple-input single-output (MISO)-CR networks where the idled secondary receivers (SUs) were considered as the potential eavesdroppers based on the imperfect CSI assumption. However, the secrecy rate maximization, which is achieved by AN-aided design based on statistical channel uncertainty assumption in MIMO-SWIPT, has not been considered under CR scenario in the literature.
In this paper, an outage-constrained design, which has the ability to guarantee the system performance in a delay-critical scenario compared with the perfect CSI design [5] , [6] and worst-case design [7] , is considered based on the assumption of statistical channel uncertainty model. An outage-constrained secrecy rate maximization (OC-SRM) problem is proposed to optimize the covariance matrix of the transmit signal and AN signal through satisfying probability requirements. Some similar OC-SRM problems have been studied in the traditional MISO-SWIPT system [8] - [11] . The authors in these papers considered the conservative approximation solutions to deal with the probabilistic constraints. However, the methods used to solve the secrecy rate function in MISO system cannot be applied to solve the same problems in MIMO system. Hence, in this paper, a more general and challenging OC-SRM problem is designed with SWIPT in MIMO-CR system. Due to the nonconvex and nonsmooth secrecy rate function and complicated probabilistic constraints, the proposed OC-SRM problem is more challenging to obtain the safe and tractable design. We transform the original OC-SRM problem into two equivalent subproblems by introducing auxiliary variables to solve the Shannon capacity expression in secrecy rate function based on the theory in [12] - [15] . To tackle the difficulty arising from probabilistic constraints in each subproblem, we consider a conservative approximation approach, namely Bernstein-type inequality (BTI) introduced in [8] - [11] , to transform the probabilistic constraints into the safe and tractable forms. The tractable solution of the proposed OC-SRM problem can be obtained by alternately solving two convex conic subproblems. Finally, the effectiveness of the proposed algorithm is validated by simulation.
II. SYSTEM MODEL
In this paper, we consider an underlay cognitive MIMO wiretap scenario, where a secondary transmitter (ST) with N t antennas, a desired secondary information receiver (SIR) with N d antennas, (M ≥ 1) secondary energy receivers (SER) with N e antennas and (K ≥ 1) primary receivers (PU) with N p antennas. The slow frequency-flat fading channel from the ST to the SIR, the kth PU and the mth SER are denoted by respectively. The received signals at the SIR, the kth PU and the mth SER may be written as
respectively, where n d ∼CN (0, I), n k ∼CN (0, I) and n m ∼ CN (0, I) denote i.i.d. standard complex Gaussian noise; x ∈ C N t is the transmit signal of ST, which can be formed as x = s + v, where s ∈ C N t denotes the coded confidential signal, the distribution of which follows CN (0, Q) with the transmit covariance Q 0 and v ∼CN (0, V) is AN-aided signal with the covariance V 0 to enhance physical layer security [9] . We assume that all SERs are linear models rather than practical nonlinear models in [16] . Thus, the harvested energy at the mth SU-ER is given by
where ξ ∈ (0, 1] is the energy conversion efficiency. Since all SERs are potential eavesdroppers, the achievable secrecy rate of SIR can be expressed by [17] - [19] 
where
are the mutual information of the SIR and the mth SER, respectively. Since the secondary system and the primary system share the same spectrum resource in the underlay CRN, we need consider interference power at the kth PU from ST as
III. ROBUST SECURE COMMUNICATION DESIGN
In this section, we propose the OC-SRM problem under the imperfect CSI assumption since there exist the channel estimation and quantization errors in practical scenarios.
A. Channel Uncertainty Models
In this subsection, we introduce two models of statistical channel uncertainty in the following.
1) Partial Channel Uncertainty (PCU):
We first consider a particular channel uncertainty scenario, where ST has the perfect CSI of SIR and the imperfect CSI of all SERs and PUs. Accordingly, the actual channels of the mth SER and the kth PU can be respectively modeled as
where H m and G k are the estimated channel matrixes; vec( 
2) Full Channel Uncertainty (FCU):
Next, we consider a general uncertainty case, in which ST has the imperfect CSI of all receivers. Thus, the actual channel of SIR is determined as
where H d is the estimated CSI and corresponding error satisfies the complex Gaussian distribution,
where Z d is a positive semidefinite matrix. Based on the above uncertainty models, the OC-SRM problem can be expressed as
where η m is the harvested energy target at the mth SER; Γ k denotes tolerable interference power at the kth PU; P is the power budget at the ST; ρ ∈ (0, 1], ρ m ∈ (0, 1] and ρ k ∈ (0, 1] indicate the maximum allowable outage probabilities associated with the secrecy rate of SIR, harvested energy of the mth SER and received interference power of the kth PU.
B. Robust SRM Problem Under PCU
Problem (7) is non-convex and computationally intractable due to the Shannon capacity expression in secrecy rate function and the outage probability constraints (7b)-(7d) [20] . We consider to replace {C d − C m } in outage secrecy function (7b) by an easy-to-handle function, which also satisfies the probabilistic requirement. First, we need to rewrite C d and C e ,m based on the concept of log function
Then, we consider to use following lemma in order to solve log det function in (8) and (9) efficiently Lemma 1 ([12] ): Let's define a positive matrix E 0, E ∈ C N ×N with integer N, there exist a function, v(S, E) = −Tr(SE) + ln |S| + N , satisfies the following equation
By invoking Lemma 1, the second term of (8) and the first term of (9) can be rewritten as follows, respectively
The authors in [13] - [15] give the following expression to approximate the mutual information at low signa-to-noise ratio (SNR) for MIMO channel
Based on Lemma 1 and low SNR approximation, the secrecy rate outage constraint (7b) can be reformulated as
Next, we need to solve the new challenge: probabilistic constraints, in (7c), (7d) and (14) . Since e m = vec( H m ) and e k = vec( G k ), we can define e m ∼ CN (0, C m ) and e k ∼ CN (0, D k ). Then, we have the following transformation
. By substituting the uncertainty channel models into the outage constraints in (7) and invoking the identity function Tr(
, we can express secrecy outage constraint (14) as
where 
. Similarly, we transform the interference temperature outage constraint (7d) into the following form
The above transformation still cannot provide a convex approximation of the original problem due to the intractable outage constraints in (16)- (18) . In order to convert the intractable outage constraints into tractable deterministic constraints, we consider to employ the BTI approach, which can provide a conservative approximation of the outage constraint based on large deviation inequalities for complex Gaussian quadratic vector functions. [11] , [21] ): Consider the following outage constraint
Lemma 2 ((BT I)
where A ∈ C N ×N is a complex Hermitian matrix, a ∈ C N ×1 , x ∼ CN (0, I) and fixed ρ ∈ (0, 1]. With any slack variables λ and μ, the outage constraint can be equivalently transformed into the following three inequalities
By involving Lemma 2, the convex approximation of the secrecy outage constraint in (16) can be reformulated into the following inequalities:
and that of the energy outage constraint in (17) can be represented by 
Due to the similarly transformation of the previous function, the outage constraint (18) can be recast into
It is worth to note that the outage constraints of the original problem (7) have been convert into the tractable deterministic forms based on the above three transformations. The new problem (7) is still not jointly convex for all variables after replacing (7b)-(7d) by (21)-(23). In order to overcome this challenge, we proposed an alternating optimization (AO) algorithm. Then, the secrecy rate maximization problem (7) 
Assuming Q and V are the optimal solutions to problem (24), S s and S m can be optimized by fixing Q and V as follows:
We summarize the AO algorithm in algorithm 1. Subproblem (24) and (25) can be efficiently solved by using CVX tool box [22] . It is notable that the optimal solutions generated at the l − 1 st iteration are also the feasible values at the lth iteration. For this reason, the proposed AO algorithm generates a nondecreasing sequence of the secrecy rate. In addition, the smaller tolerance ε is, the more iterative steps are need. Hence, the time of solving the proposed algorithm can be roughly estimated as the time of solving the two subproblems multiplies the number of iterations.
C. Robust SRM Problem Under FCU
In this subsection, we consider to investigate the robust secrecy rate maximization based on the FCU model. The proposed method used to solve the problems of the PCU model can be employed to the FCU model. Since
By substituting the channel errors (15) and (26) into (14), the secrecy outage constraint under FCU model can be expressed as which has the similar form with (19) . By applying Lemma 2, the secrecy outage constraint (27) can be equivalently represented by the following three inequalities
The harvested energy and interference outage constraints based on FCU model are same as that of PCU model. Hence, the OC-SRM problem based on FCU is reformulated by
After replacing the outage constraints (7b)-(7d) with their tractable deterministic constraints (29), (22) and (23), the approximated optimization problem based on FCU model is still nonconvex w.r.t. all the variables jointly. With the similar AO algorithm proposed in PCU model, problem (30) first can be solved by CVX tool box [22] based on the fixed S s and S m to obtain the optimal Q * and V * . Then, we set Q = Q * and V = V * to optimize the following problem to obtain the optimal S * s and S * m ,
Since the AO algorithm of the FCU model and that of the PCU model are similar, as shown in Algorithm 1, we omit the summary of the AO algorithm of the FCU model, which generates a nondecreasing sequence of the secrecy rate. 
IV. NUMERICAL RESULTS
In this section, we provide numerical results to illustrate the secrecy performance of the proposed algorithm based on the two channel uncertainty models in a MIMO-CR system. To accomplish the simulation, we consider the following parameter settings: Over 500 estimated channel realizations are randomly generated to achieve the average accurate results. The remain parameters are specifically given in each figure.
We compare the proposed design against the worst case design method and non-robust method. In order to have a fair comparison between the proposed design method and the worst case design method, the error bound used in the worst case design can be expressed by ε =
based on the theory in [9] - [11] , where F −1 2M (·) denotes the inverse cumulative distribution function (CDF) of the Chi-square distribution with 2M degrees of freedom. Fig. 1 represents the secrecy rate performance of the various schemes versus the transmit power with the different outage tolerance ρ of 1% and 10%. The secrecy rates of all methods increase with the increase of the transmit power. Moreover, Fig. 1 indicates that there is remarkable enhancement in the system secrecy rate using the proposed Bernteintype method compared with those methods of the worst-case and the non-robust. The non-robust method performs the worst, due to its inconsideration of the channel uncertainties. The secrecy rate of the stricter outage tolerance (ρ = 0.01) is higher than that of the relaxed outage tolerance (ρ = 0.1). Fig. 2 shows the secrecy rate performance of the three methods versus different error variance σ 2 based on the PCU model. The secrecy rates of all methods decrease along with the increase of the error variance. It can be observed that the proposed design method has the higher secrecy rate than other two methods. Also, the performance gap between the proposed design method and the worst-case method as well as the non-robust method becomes larger when the error variance σ 2 is bigger. Moreover, this figure indicates that when the interference power tolerance of primary user is increased from I = −2( dB) to I = 5( dB), all design methods can lead to high secrecy rate. The results in Fig. 3 indicate that the secrecy rate levels of all design methods increase as the transmit power becomes large, meanwhile the proposed Berntein-type method is also better than other two methods based on the PCU model. The performance gap between the perfect CSI method and the proposed method based on the PCU model (see Fig. 1 ) is larger than the two methods based on the FCU model (see Fig. 3 ) under the same simulation setting. This is because that system needs more power to overcome channel estimation and quantization errors for all channels. The results in Fig. 4 indicate that the degradation trend of the secrecy rate of all methods based on the FCU model is similar with that of the PCU model. The proposed Berntein-type method based on the FCU model also outperforms the other two methods under any interference power tolerance.
V. CONCLUSION
This paper investigates an outage-constrained secrecy rate maximization (OC-SRM) problem for a MIMO-CR downlink network with SWIPT based on the two channel uncertainty models. In order to handle this non-convex problem, we resort a safe approximation method to deal with the log det function and employ Berntein-type inequality approach to convert the outage constraints into the deterministic forms. After the conservative approximation, the original problem has been transformed to a tractable problem, which can be computed alternately by solving two convex subproblems. Simulation results show that the proposed safe design scheme outperforms worst-case scheme and non-robust scheme.
